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Security procedures can: Reduce but not 

eliminates risks 

What is hardware and/or software that protects computers 

from intruders? 

Firewall 

Amazon.com comes under the following model B2C 

What floods a Web site with so many requests for service 

that it slows down or crashes? 

Denial‐of‐service 

attack 

What scrambles the contents of a file so you can't read it 

without having the right decryption key? 

Encryption 

Cyber Culture Language is No Specific Language 

Public key cryptography is also known as ‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐
cryptography? 

Asymmetric 

__________________ Cipher technique uses “shift by 3” 

rule in encrypting the plain-text. 

Caesar cipher 

Which process can prevent data from lose due to computer 

problems or human errors? 

Backup 

Who breaks into other people's computer systems and 

steals and destroys information? 

Hackers 

In hybrid approach __________ key is used to decrypt 

session key and____________ key to decrypt cipher text. 

Public, session 

Collecting personal information and effectively posting as 

an other individual is known as the crime of 

Identity Theft 

_________ is the process or mechanism used for converting 

ordinary plain text into garbled non-human readable text & 

vice-versa. 

Cryptography 

Which of the following can a virus do? None of the above 

The method of hiding _________in such a way as to hide its 

substance is called encryption. 

Plain-text 

A web site is being accessed by referencing a 

______________ that identifies the site. 

Uniform resource 

locator (URL) 

In _______________both ends must agree upon single 

shared key for encryption and decryption of messages and 

keep the key secret between them. 

Symmetric encryption 

Which of the following is an example of a cyber crime? Spam Emails 

Internet is owned by No body owns internet 

What is the process of making a copy of the information 

stored on a computer? 

Backup 
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The practice of forging a return address on an e‐mail, so 

that the recipient is fooled into revealing private 

information is termed? 

Spoofing 

Virus can reach to your computer in which way? All 

 

What is "I" stands in CIA triad? Integrity 

_________ is a means of storing & transmitting information 

in a specific format so that only those for whom it is 

planned can understand or process it. 

Cryptography 

Which one is a computer threat? Hacking 

A Computer Virus is …? A Computer program 

that can replicate it self 

A web site may be accessible through ___________.  All of the above 

What is short for malicious software (is software designed 

to disrupt computer operation, gather sensitive 

information, or gain unauthorized access to computer 

systems)? 

Malware 

What might identity thieves do with your identity? All of the above 

Most individuals are familiar with which form of e‐
commerce? 

B2C 

What is an encryption system that uses two keys: a public 

key that everyone can have and a private key for only the 

recipient? 

Public key encryption 

Mechanism to protect private networks from outside attack 

is 

Firewall 

In ________________ the dimensions are physical in nature 

and all transactions are performed off-line. 

Traditional Commerce 

All of these are suggestions for safe computing EXCEPT: Open all e-mail 

messages but open 

them slowly 

____________ are the building blocks of the website. Web pages 

Process of buying, selling or exchanging products, services 

and information through computer networks is 

called_____________. 

E-commerce 

Each electronic document on the web is called 

a_____________. 

Web page 

security procedures can Reduce 

The network formed by the co-operative interconnection of 

a large number of computer networks is called 

___________. 

Internet 

What is "A" stands in CIA triad? Availability 

A combination of physical and digital dimensions is known 

as_________. 

Hybrid 

The trading or facilitation of trading in products or services 

using computer networks, such as the Internet is termed as 

_______________. 

E-commerce 

Firewalls are used to protect against_____________. Unauthorized Access 
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When plain text is converted to unreadable format, it is 

termed as ________. 

Cipher-text 

E-Commerce is not suitable for Online job searching 

The Internet is Network of networks 

If cyber culture grows then those who are cut off from 

cyber culture will feel 

Isolated 

_______ programs are used as the back doors. Trojan Horse 

___________________is a discussion or informational site 

published on the World Wide Web consisting of discrete 

entries typically runs by an individual or a small group. 

Blog 

Which type of e‐commerce focuses on consumers dealing 

with each other? 

C2C 

What software detects and removes computer viruses? Antivirus 

What is an encryption system that uses two keys: a public 

key that everyone can have and a private key for only the 

recipient? 

Public key encryption 

In internet terminology IP means Internet Protocol 

When a customer of a website are unable to access it due to 

bombardment of fake traffic, it is known as 

Denial of Service 

Attack 

What is the most common tool used to restrict access to a 

computer system? 

Passwords 

An E-business that allows consumer to name their own 

price for products and services is following which e-

business model?  

C2B 

 

Public key encryption uses multiple keys. One key is used to 

encrypt data, while another is used to decrypt data. The key 

used to encrypt data is called the _____ key, while the key 

used to decrypt data is called the _____ key. 

public, private 

  

 


