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What is a business continuity plan (BCP)?

Total bilgois

clwl the coeresd 1 SFON

‘Plan of action which ensures regular business will continue
o even during a disaster

A documented structured approach to deal with unplanned
O incidents

A dﬁcume_nt_tﬁt cunaéﬁ of critical information an
o organization needs to continue operating during an

~ unplanned event

An area of security that allows an organization to quickly

o resume rnissinn—critical (1T) functions following a disaster
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WNhich of the following statements is false?

Tk Mashn

prtect the correct ot

1s027001:2013 has ten short clauses and a long annex with
O 14 sections, and 113 controls

" GOBIT has five enablers and seven principles
e

| ="

'PCI-DSS has six broad goals and twelve reqﬁlrements

O

pPCI-DSS is applicable only to credit card related industry

| O
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-which of Fhe fnlludwi'ng programs is relevant when we ar: -
simply trying to “focus attention on security”?

simyt i corTect sphon

Security education
O

‘Security training
O

A degree program
(o

A degree program
o



IT/ Infosec Teams require information security project
report at basis.

wiwrt the correet eptes

Daily
0

‘weekly
O

monthly
(o

Quarterly
O



Emh of the following protocols are used for remote
administration of a system?

wiert T correct aption

TCP and IP
0

TCP and UDP
Q

SSH & Telnet
O

SSH and FTP
O
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Juring the third stage (remediation plan) of the information
security lifecycle, the following activities are planned and
orepared.

wher i e porrer? oplen

'Methodology/framework, controls, resources, timeline,
O approvals, sop

Al security projects &activities are developed into a
O checklist

p——

The project plan is | [iresented to senior management for
o approval

Planning document IS prepared
O
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Against which frameworks nessus scanner gives
configuration auditing feature?

it 1 Tl rorsect ppoee

'CYBERSCOPE AND GLBA
O

CIS and DISA
o

'HIPAA AND HITECH
O

SCAP AND SOX
0
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Security is e ' TR
security is everyone's responsibility” means

Trol i Bllaeiin

spbant e corTeTT meplemn

It is all about good planning
o)

Insurance companies should be engaged to transfer risk

i

o

‘Everyone has a role to play to implement information
o security in the organization

| ed by outsourcing it

Responsibility should be avoid
' o functions to third-parties
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lhe information security transformation framework is
‘ecommended for

Tl Maskn

] the cereect eption

Effective implementation of information security given the
O current challenges of information security in Pakistan

Research organizations and academia
O

Ml itary and law enforcement organizations

O

| Information security governance
O
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Which of the fnl'law'ing policies NESSUS can scan for
compliance?

Total Makn

HCT e CorrEct e

CIS benchmarks
O

'NIST controls
o

SE| guidelines
0

'OWAPS top 10
®
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Checklist of applicable security controls step includes?

Wil Wi,

Hi!-ihw.—a
Make a checklist for progress tracking and share with it
O teams

]
D —— —

Document controls in sop
i)

"~ Research for applicable controls
| O

" BothbandC
e
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A guideline

Tt ol Bllarhin

Is mandatory
O

e —

| Apphes to the entire nrgamzatlun
O
!. i
s for satisfying audits only

| O

| e that further elaborates the

A statement of best practic
o procedure/sop
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Security governance simply means
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Initiating the security program
O

i-.
O

_ Maintaining the security program

;Managi ng the security program
O

. Policies and procedures

O
|
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why security engineering is placed at layer 3 of
transformation model?

' Because it's a low hanging fruit.
o

Consists of complicated security activities which take more
O time and effort

Requires very less time and effort.
o}

Its not very beneficial to implement so kept at the later
O 'stage
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Which of the foullowing function is performed by IT
operation team in vulnerability management process?

Run vulnerability scanner
o}

Tracks remediation timeline
(o]

Share report with management
o}

Takes backup and downtime
o}
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What contents a DISA STIG covers?

Select the correct aption
Discussion, check content, fix test
O

‘Check content, fix test, cci (references)
o)

Rationale, audit, remediation
0

General information, discussion, check content, fix test, cci
o (references)
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What do you mean by RTO in a business continuity plan?

Select the correet option

‘Minimum frequency of backups
o}

Maximum downtime an organization can handle
o}

Maximum age of files that an organization must recover
O from backup storage for normal operations to resume after

disaster

Botha &b
O
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Which of the following modules are displayed on home
screen of qualys trial version?

Asset review and administration
o)

Threat protection
o}

Vulnerability management and policy compliance
o}

File integrity monitoring
o}
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Which of the following scan is deeper and gives more
detailed scanning results?

Asset discovery scan
o}

Initial options profile scan
o)

Credentialed vulnerability scanning
o}

Un-credentialed vulnerability discovery
o}
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Information security management committee requires
information security project report at basis.

—
Daily
o}

-Weekly
o}

O Monthly

Quarterly
o}
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Against which frameworks NESSUS scanner gives
configuration auditing feature?

Felect the correct option

CIS and DISA
o

'FFIEC AND FISMA
o

CYBERSCOPE AND GLBA
@]

HIPAA AND HITECH
@]
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The ITU global cyber security index (GCI) covers:

Solect the correet option

Legal, technical, military, capacity building and cooperation
o}

Legal, technical, organizational, business and cooperation
o)

Legal, technical, organizational, capacity building and
O cybercrime

Legal, technical, organizational, capacity building and
O cooperation
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Which of the following statement is true?

Solect the correet option

Regulators cannot succeed unless the organizations falling
O in their sector are committed to cyber security

Governments only are concerned with law enforcement and
O catching cyber criminals

Academic institutions are quite disconnected and isolated
© from the national cyber security objectives

There are multiple players in cyber security and each has a
O role to play to improve cyber security posture
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STIG sands for

' Security Technical Improvement Guide
o F

-Security Technical Interior Guide
o F

Security Technical International Guide
o F

Security Technical Implementation Guide
o F
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How many TCP and UDP ports are scanned in a default
scan?

Felect ihve correct option

1900 TCP ports and 180 UDP ports
O

1900 UDP ports and 180 TCP ports
o}

65, 535 TCP ports
@]

No ports are scanned by default
o}
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Which activities are carried out at stage 1 of transformation
model?

' Take stock of the assets and prioritize
o

-Establish a MSB
(o)

Apply CIS/DISA benchmarks
o}

All of the given
o}
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Anthem insurance breach 2014 was initiated through?

i
Windows vulnerability
o}

-Phishing email
o}

Man in the middle attack
o)

Sql injection attack
o}
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The DMZ is an important zone in the network with the
following functions:

SRR
Allowing external access to important services such as
O web, email, and remote access, while providing a layer of
protection and filtering

Logging and monitoring of critical services
o)

Keeping important services hosted in the data center
o}

Security monitoring to catch hackers
o}
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An information security program is

Solect the correet option

In fact a cyber security program
o}

‘The sum total of all security activities planned and executed
O by the organization

The sum total of all security audit and assessment
O activities planned and executed by management

The activity charter of information security department
o}
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A policy is

' Mandatory and limited in scope to a department
o

'Mandatory and applies to entire organization; signed off by
O senior management

Not mandatory but a guideline only
o}

Signed off by information security department
o}




