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1. Cybersecurityreferstothetechnologiesandprocessesdesignedtoprotectcomputers,

networksanddatafromunauthorizedaccessandattacksdeliveredthroughtheInternetbycyber

criminals.

2. Protectingcomputersystemandinformationfromunauthorizedaccessordestruction/abuse.

3.Securitydealwiththreeprimaryissues,calledtheCIAtriad.

4. ConfidentialityAssurancethatonlyauthorizedusermayaccessaresource.

5. IntegrityAssurancethatresourceshasnotbeenmodified.

6. AvailabilityAssurancethatauthorizedusermayaccessaresourcewhenrequested.

7. Protectinginformationinthedigitalagerequiresconstantcautiontodeterthieveswho

wouldstealfinancial,proprietary,andpersonalidentificationdata.

8. Cybersecurityisnecessarysinceithelpsinsecuringdatafromthreatssuchasdatatheftor

misuse,alsosafeguardsyoursystemfromviruses.

9. Securitymeasuresprovidesfullsecurityservicestobalancetheneedsofprovidinginformationto

thosewhoneeditwithtakingactiontomitigatethedynamicthreatsposedbycyberthieves
andcyberterrorists.

10.Yourhomecomputeristhepopulartargetforintruders.

11.Wecanuseourcomputerstoattackothercomputersontheinternet.

12.Intruderattackshomecomputerbecauseitisnotverysecureandeasytobreakinto.

13.TheydoattackyourcomputersbysendusaE-mailwithvirus.

14.Trojanhorsesaresuchprogramswhichareusedasthebackdoors.

15.AVirusisa“program”thatisloadedontoyourcomputerwithoutyourknowledgeandruns

againstyourwishes.



16.ViruscanreachtoourcomputerthroughCD-Rom.

17.ViruscanreachtoourcomputerthroughE–mail.

18.ViruscanreachtoourcomputerthroughWebsites.

19.Viruscanreachtoourcomputerthroughdownloadfiles.

20.Installasecuritysuitethatprotectsthecomputeragainstthreatssuchasvirusesandworms.

21.HandleE-mailattachmentscarefully.

22.Apersonwhosecretlygetsaccesstoacomputersysteminordertogetinformation,cause

damage,etc.

23.Hackersattackwheretheyseeweakness.

24.Asystemthathasn'tbeenupdatedrecentlyhasflawsinitthatcanbetakenadvantageofby

hackers.

25.Regularlyupdateyouroperatingsystem.

26.InstallAntivirussoftware's.

27.Theword"malware"comesfromtheterm"Malicioussoftware."

28.Malwareisanysoftwarethatinfectsanddamagesacomputersystemwithoutthe

owner'sknowledgeorpermission.

29.Downloadananti-malwareprogramthatalsohelpspreventinfections.

30.ActivateNetworkThreatProtection,Firewall,Antivirus.

31.Trojanhorsesareemailvirusesthatcanduplicatethemselves,stealinformation,orharmthe

computersystem.

32.Thesevirusesarethemostseriousthreatstocomputers.

33.Securitysuites,suchasAvastInternetSecurity,willpreventyoufromdownloadingTrojan

Horses.

34.Passwordattacksareattacksbyhackersthatareabletodeterminepasswordsorfindpasswords



todifferentprotectedelectronicareasandsocialnetworksites.

35.Maintaincurrentsoftwareandupdates.

36.Neversharepasswords.

37.Donotclickrandomlinks.

38.DonotdownloadunfamiliarsoftwareofftheInternet.

39.Logoutorlockyourcomputer.

40.Removeunnecessaryprogramsorservices.

41.Frequentlybackupimportantdocumentsandfiles.

42.Protectssystemagainstviruses,worms,spywareandotherunwantedprograms.

43.Protectionagainstdatafromtheft.

44.Protectsthecomputerfrombeinghacked.

45.SimpleandpracticalpreventionmethodsareexplainedinthelessontopreventPCsfrom

infection.


